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Enabling Technologies for Next Generation Wireless Communications provides up-to-date information on emerging trends in
wireless systems, their enabling technologies and their evolving application paradigms. This book includes the latest trends and
developments toward next generation wireless communications. It highlights the requirements of next generation wireless
systems, limitations of existing technologies in delivering those requirements and the need to develop radical new technologies. It
focuses on bringing together information on various technological developments that are enablers vital to fulfilling the requirements
of future wireless communication systems and their applications. Topics discussed include spectrum issues, network planning,
signal processing, transmitter, receiver, antenna technologies, channel coding, security and application of machine learning and
deep learning for wireless communication systems. The book also provides information on enabling business models for future
wireless systems. This book is useful as a resource for researchers and practitioners worldwide, including industry practitioners,
technologists, policy decision-makers, academicians, and graduate students.
This book constitutes extended, revised and selected papers from the 21st International Conference on Enterprise Information
Systems, ICEIS 2019, held in Heraklion, Crete, Greece, in May 2019. The 26 papers presented in this volume were carefully
reviewed and selected for inclusion in this book from a total of 205 submissions. They deal with topics such as data science and
databases; ontologies; social networks; knowledge management; software development; human-computer interaction, and
multimedia.
This book constitutes the refereed post-conference proceedings of the 5th International Symposium on Algorithmic Aspects of
Cloud Computing, ALGOCLOUD 2019, held in Munich, Germany, in September 2019. The 8 revised full papers were carefully
reviewed and selected from 16 submissions. The aim of the symposium is to present research activities and results on topics
related to algorithmic, design, and development aspects of modern cloud-based systems.
THE ONE-STOP RESOURCE FOR ANY INDIVIDUAL OR ORGANIZATION CONSIDERING FOG COMPUTING Fog and
Fogonomics is a comprehensive and technology-centric resource that highlights the system model, architectures, building blocks,
and IEEE standards for fog computing platforms and solutions. The "fog" is defined as the multiple interconnected layers of
computing along the continuum from cloud to endpoints such as user devices and things including racks or microcells in server
closets, residential gateways, factory control systems, and more. The authors—noted experts on the topic—review business models
and metrics that allow for the economic assessment of fog-based information communication technology (ICT) resources,
especially mobile resources. The book contains a wide range of templates and formulas for calculating quality-of-service values.
Comprehensive in scope, it covers topics including fog computing technologies and reference architecture, fog-related standards
and markets, fog-enabled applications and services, fog economics (fogonomics), and strategy. This important resource: Offers a
comprehensive text on fog computing Discusses pricing, service level agreements, service delivery, and consumption of fog
computing Examines how fog has the potential to change the information and communication technology industry in the next
decade Describes how fog enables new business models, strategies, and competitive differentiation, as with ecosystems of
connected and smart digital products and services Includes case studies featuring integration of fog computing, communication,
and networking systems Written for product and systems engineers and designers, as well as for faculty and students, Fog and
Fogonomics is an essential book that explores the technological and economic issues associated with fog computing.
Master powerful techniques and approaches for securing IoT systems of all kinds–current and emerging Internet of Things (IoT)
technology adoption is accelerating, but IoT presents complex new security challenges. Fortunately, IoT standards and
standardized architectures are emerging to help technical professionals systematically harden their IoT environments. In
Orchestrating and Automating Security for the Internet of Things, three Cisco experts show how to safeguard current and future
IoT systems by delivering security through new NFV and SDN architectures and related IoT security standards. The authors first
review the current state of IoT networks and architectures, identifying key security risks associated with nonstandardized early
deployments and showing how early adopters have attempted to respond. Next, they introduce more mature architectures built
around NFV and SDN. You’ll discover why these lend themselves well to IoT and IoT security, and master advanced approaches
for protecting them. Finally, the authors preview future approaches to improving IoT security and present real-world use case
examples. This is an indispensable resource for all technical and security professionals, business security and risk managers, and
consultants who are responsible for systems that incorporate or utilize IoT devices, or expect to be responsible for them. ·
Understand the challenges involved in securing current IoT networks and architectures · Master IoT security fundamentals,
standards, and modern best practices · Systematically plan for IoT security · Leverage Software-Defined Networking (SDN) and
Network Function Virtualization (NFV) to harden IoT networks · Deploy the advanced IoT platform, and use MANO to manage and
orchestrate virtualized network functions · Implement platform security services including identity, authentication, authorization,
and accounting · Detect threats and protect data in IoT environments · Secure IoT in the context of remote access and VPNs ·
Safeguard the IoT platform itself · Explore use cases ranging from smart cities and advanced energy systems to the connected car
· Preview evolving concepts that will shape the future of IoT security
This book constitutes extended, revised and selected papers from the 9th International Conference on Cloud Computing and
Services Science, CLOSER 2019, held in Heraklion, Greece, in May 2019.The 11 papers presented in this volume were carefully
reviewed and selected from a total of 102 submissions. CLOSER 2019 focuses on the emerging area of Cloud Computing,
inspired by some latest advances that concern the infrastructure, operations, and available servicesthrough the global network.
The Internet of Things (IoT) networks have revolutionized the world and have innumerable real-time applications on automation. A
few examples include driverless cars, remote monitoring of the elderly, remote order of tea or coffee of your choice from a vending
machine, and home/industrial automation amongst others. Fundamentals of Internet of Things build the foundations of IoT
networks by leveraging the relevant concepts from signal processing, communications, net-works, and machine learning. The
book covers two fundamental components of IoT networks, namely, the Internet and Things. In particular, the book focuses on
networking concepts, protocols, clustering, data fusion, localization, energy harvesting, control optimization, data analytics, fog
computing, privacy, and security including elliptic curve cryptography and blockchain technology. Most of the existing books are
theoretical and without many mathematical details and examples. In addition, some essential topics of the IoT networks are also
missing in the existing books. Features: • The book covers cutting-edge research topics • Provides mathematical understanding of
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the topics in addition to relevant theory and insights • Includes illustrations with hand-solved numerical examples for visualization
of the theory and testing of understanding • Lucid and crisp explanation to lessen the study time of the reader The book is a
complete package of the fundamentals of IoT networks and is suitable for graduate-level students and researchers who want to
dive into the world of IoT networks.
This book highlights the emerging field of intelligent computing and developing smart systems. It includes chapters discussing the
outcome of challenging research related to distributed computing, smart machines and their security related research, and also
covers next-generation communication techniques and the networking technologies that have the potential to build the future
communication infrastructure. Bringing together computing, communications and other aspects of intelligent and smart computing,
it contributes to developing a roadmap for future research on intelligent systems.

This volume constitutes the proceedings of the 8th International Conference on Variable Neighborhood Search, ICVNS
2021, held in Abu Dhabi, United Arab Emirates, in March 2021. The 14 full papers presented in this volume were
carefully reviewed and selected from 27 submissions. The papers describe recent advances in methods and applications
of variable neighborhood search. Chapter “Reduced Variable Neighbourhood Search for the Generation of Controlled
Circular Data” is available open access under a Creative Commons Attribution 4.0 International License via
link.springer.com.
Discover how the Internet of Things will change the information and communication technology industry in the next
decade The Intelligent Internet of Things explores a unique type of Internet of Things (IoT) architecture, for example, the
Web of Things (WoT) with its open character that breaks the barriers among various IoT vertical applications. The
authors—noted experts on the topic—examine and compare key technologies from physical to platform level, especially the
Narrow Band Internet of Things (NB-IoT) technology. They discuss applications with different data transmission
requirements that are typical to IoT. The text also describes the requirements of WoT applications on 5G and includes
detailed information on WoT technologies. The Intelligent Internet of Things examines three typical WoT applications: the
monitoring application of south-to-north water diversion projects; smart driving applications; and network optimization
applications. In addition, the text explores testing and authentication of IoT key technologies, with the required
equipment, platform, and outdoor environment development. This important book: Provides information on what IoT/WoT
is, when to use it, how to provide IoT services with certain technologies, and more Discusses restful architecture, main
protocols (ZigBee, 6lowpan, CoAP, HTML5) Explores key technologies on different layers (sensing, gathering,
application) Examines how IoT will change the information and communication technology industry Written for
professionals working in IoT development, management and big data analytics, Intelligent Internet of Things offers an
overview of IoT architecture, key technology, current applications and future development of the technology.
Industrial IoT (IIoT) and Industry 4.0 are newly developing and fast emerging domains of interest among students,
researchers, and professionals in academia and industry. Due to the popular demand of this topic, Introduction to
Industrial Internet of Things and Industry 4.0 is written to serve a diverse readership from the domains of computer
science and engineering, mechanical engineering, information technology, industrial engineering, electronics
engineering, and other related branches of engineering. Based on the lead author’s massive open online courses
(MOOCs), this book can be used as a textbook on the emerging paradigm of Industry 4.0 and IIoT, as well as a reference
for professionals working in sectors of IIoT. The book covers the significant aspects of IIoT in detail, including sensors,
actuators, data transmission, and data acquisition, which form the core of IIoT. Topics and concepts are presented in a
comprehensive manner, so that readers can develop expertise and knowledge. The book helps beginners to gain a basic
idea of Industry 4.0 and IIoT as the first section is an overview of IoT applications, infrastructure-based protocols, cloud
computing, and fog computing. The second section is designed to impart a basic knowledge of Industry 4.0 and IIoT as
well as of the different phases of development in industry. Delving into more advanced areas, other sections in the book
cover: The business models and reference architecture of IIoT The technological aspects of Industry 4.0 and IIoT
Predictive and prescriptive analytics applied in IIoT-based implementations Applications and case studies of IIoT Key
enabling technologies of IIoT To aid students and professional master IIoT and Industry 4.0, the book includes
conceptual questions, exercises, and learning objectives.
This volume contains the technical papers presented in the workshops, which took place at the 7th European Conference
on Service-Oriented and Cloud Computing, ESOCC 2018, held in Como, Italy, in September 2018:Joint Cloudways and
OptiMoCS Workshop; 14th International Workshop on Engineering Service-Oriented Applications and Cloud Services.
Additionally the papers from ESOCC 2018 PhD Symposium and ESOCC 2018 EU Projects Track were included in the
volume. The 22 full papers were carefully reviewed and selected from 34 submissions. The papers focus on specific
topics in service-oriented and cloud computing domains such as limits and/or advantages of existing cloud solutions,
future internet technologies, efficient and adaptive deployment and management of service-based applications across
multiple clouds, novel cloud service migration practices and solutions, digitization of enterprises in the cloud computing
era, federated cloud networking services.
This textbook presents an end-to-end Internet of Things (IoT) architecture that comprises of devices, network, compute,
storage, platform, applications along with management and security components with focus on the missing functionality
in the current state of the art. As with the first edition, it is organized into six main parts: an IoT reference model; Fog
computing and the drivers; IoT management and applications ranging from smart homes to manufacturing and energy
conservation solutions; Smart Services in IoT; IoT standards; and case studies. The textbook edition features a new
chapter entitled The Blockchain in IoT, updates based on latest standards and technologies, and new slide ware for
professors. It features a full suite of classroom material for easy adoption.
This book provides an analysis of the role of fog computing, cloud computing, and Internet of Things in providing
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uninterrupted context-aware services as they relate to Healthcare 4.0. The book considers a three-layer patient-driven
healthcare architecture for real-time data collection, processing, and transmission. It gives insight to the readers for the
applicability of fog devices and gateways in Healthcare 4.0 environments for current and future applications. It also
considers aspects required to manage the complexity of fog computing for Healthcare 4.0 and also develops a
comprehensive taxonomy.
This book includes original, peer-reviewed research papers from the 2020 International Top-Level Forum on Engineering
Science and Technology Development Strategy -- the 5th PURPLE MOUNTAIN FORUM on Smart Grid Protection and
Control(PMF2020), held in Nanjing, China, on August 15-16, 2020. Hot topics and cutting edge technologies are
included: - Advanced Power Transmission Technology - AC-DC Hybrid Power Grid Technology - eIoT Technology and
Application - Operation, Protection and Control of Power Systems Supplied with High Penetration of Renewable Energy
Sources - Active Distribution Network Technology - Smart Power Consumption and Energy-saving Technology - New
Technology on Substation Automation - Clean Energy Technology - Energy Storage Technology and Application - Key
Technology and Application of Integrated Energy - Application of AI, Block Chain, Big Data and Other New Technologies
in Energy Industry - Application of New Information and Communication Technology in Energy Industry - Application of
Technical Standard System and Related Research in Energy Industry The papers included in this proceeding share the
latest research results and practical application examples on the methodologies and algorithms in these areas, which
makes the book a valuable reference for researchers, engineers, and university students.
The Cloud in IoT-enabled Spaces addresses major issues and challenges in IoT-based solutions proposed for the Cloud.
It paves the way for IoT-enabled spaces in the next generation cloud computing paradigm and opens the door for further
innovative ideas. Topics include Cloud-based optimization in the IoT era, scheduling and routing, medium access, data
caching, secure access, uncertainty, home automation, machine learning in wearable devices, energy monitoring, and
plant phenotyping in farming. Smart spaces are solutions where Internet of Things (IoT)-enabling technologies have been
employed towards further advances in the lifestyle. It tightly integrates with the existing Cloud infrastructure to impact
several fields in academia and industry. The Cloud in IoT-enabled Spaces provides an overview of the issues around
small spaces and proposes the most up-to-date alternatives and solutions. The objective is to pave the way for IoTenabled spaces in the next-generation Cloud computing and open the door for further innovative ideas.
This book brings a high level of fluidity to analytics and addresses recent trends, innovative ideas, challenges and
cognitive computing solutions in big data and the Internet of Things (IoT). It explores domain knowledge, data science
reasoning and cognitive methods in the context of the IoT, extending current data science approaches by incorporating
insights from experts as well as a notion of artificial intelligence, and performing inferences on the knowledge The book
provides a comprehensive overview of the constituent paradigms underlying cognitive computing methods, which
illustrate the increased focus on big data in IoT problems as they evolve. It includes novel, in-depth fundamental research
contributions from a methodological/application in data science accomplishing sustainable solution for the future
perspective. Mainly focusing on the design of the best cognitive embedded data science technologies to process and
analyze the large amount of data collected through the IoT, and aid better decision making, the book discusses adapting
decision-making approaches under cognitive computing paradigms to demonstrate how the proposed procedures as well
as big data and IoT problems can be handled in practice. This book is a valuable resource for scientists, professionals,
researchers, and academicians dealing with the new challenges and advances in the specific areas of cognitive
computing and data science approaches.
This book constitutes the refereed conference proceedings of the Second International Conference on Emerging
Technologies in Computing, iCEtiC 2019, held in London, UK, in August 2019. The 24 revised full papers were reviewed
and selected from 52 submissions and are organized in topical sections covering blockchain and cloud computing,
security, wireless sensor networks and Internet of Things, (IoT), FinTech, AI, big data and data analytics.
This book constitutes the refereed proceedings of the 14th Symposium and Summer School on Service-Oriented
Computing, SummerSOC 2020, held in Crete, Greece, in September 2020.* The 9 full and 2 short papers were carefully
reviewed and selected from 23 submissions. The papers mainly focus on IoT and cyber-physical systems, advanced
application areas, cloud and edge, and service-based applications. *The conference was held virtually due to the
COVID-19 pandemic.
This book constitutes the revised selected papers of the scientific satellite events that were held in conjunction with the
16th International Conference on Service-Oriented Computing, ICSOC 2018, held in Hangzhou, China, in November
2018. The ICSOC 2018 workshop track consisted of six workshops on a wide range of topics that fall into the general
area of service computing. A special focus this year was on Internet of Things, Data Analytics, and Smart Services: First
International Workshop on Data-Driven Business Services (DDBS)First International Workshop on Networked Learning
Systems for Secured IoT Services and Its Applications (NLS4IoT)8th International Workshop on Context-Aware and IoT
Services (CIoTS)Third International Workshop on Adaptive Service-oriented and Cloud Applications (ASOCA2018)Third
International Workshop on IoT Systems for Context-aware Computing (ISyCC)First International Workshop on AI and
Data Mining for Services (ADMS)
A comprehensive guide to Fog and Edge applications, architectures, and technologies Recent years have seen the
explosive growth of the Internet of Things (IoT): the internet-connected network of devices that includes everything from
personal electronics and home appliances to automobiles and industrial machinery. Responding to the ever-increasing
bandwidth demands of the IoT, Fog and Edge computing concepts have developed to collect, analyze, and process data
more efficiently than traditional cloud architecture. Fog and Edge Computing: Principles and Paradigms provides a
comprehensive overview of the state-of-the-art applications and architectures driving this dynamic field of computing
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while highlighting potential research directions and emerging technologies. Exploring topics such as developing scalable
architectures, moving from closed systems to open systems, and ethical issues rising from data sensing, this timely book
addresses both the challenges and opportunities that Fog and Edge computing presents. Contributions from leading IoT
experts discuss federating Edge resources, middleware design issues, data management and predictive analysis, smart
transportation and surveillance applications, and more. A coordinated and integrated presentation of topics helps readers
gain thorough knowledge of the foundations, applications, and issues that are central to Fog and Edge computing. This
valuable resource: Provides insights on transitioning from current Cloud-centric and 4G/5G wireless environments to Fog
Computing Examines methods to optimize virtualized, pooled, and shared resources Identifies potential technical
challenges and offers suggestions for possible solutions Discusses major components of Fog and Edge computing
architectures such as middleware, interaction protocols, and autonomic management Includes access to a website portal
for advanced online resources Fog and Edge Computing: Principles and Paradigms is an essential source of up-to-date
information for systems architects, developers, researchers, and advanced undergraduate and graduate students in
fields of computer science and engineering.
This proceeding features papers discussing big data innovation for sustainable cognitive computing. The papers feature
details on cognitive computing and its self-learning systems that use data mining, pattern recognition and natural
language processing (NLP) to mirror the way the human brain works. This international conference focuses on cognitive
computing technologies, from knowledge representation techniques and natural language processing algorithms to
dynamic learning approaches. Topics covered include Data Science for Cognitive Analysis, Real-Time Ubiquitous Data
Science, Platform for Privacy Preserving Data Science, and Internet-Based Cognitive Platform. The 2nd EAI International
Conference on Big Data Innovation for Sustainable Cognitive Computing (BDCC 2019) took place in Coimbatore, India
on December 12-13, 2019. Contains proceedings from 2nd EAI International Conference on Big Data Innovation for
Sustainable Cognitive Computing (BDCC 2019), Coimbatore, India, December 12-13, 2019; Features topics ranging from
Data Science for Cognitive Analysis to Internet-Based Cognitive Platforms; Includes contributions from researchers,
academics, and professionals from around the world.
This book presents the latest developments concerning techniques, tools, and methodologies in supply chain
ecosystems. It gathers contributions from a variety of experts, who analyze a range of case studies and industrial sectors
such as manufacturing, energy, agricultural, healthcare, humanitarian logistics, and urban goods distribution, to name but
a few. The book is chiefly intended to meet the needs of two sectors: firstly, the academic sector, so as to familiarize
students, professors, and researchers with the tools that are now being used to optimize supply chains; and secondly,
the industrial and managerial sector, so that supply chain management practitioners can benefit from methods and tools
that are yielding valuable results in other contexts.
Green Computing and Predictive Analytics for Healthcare excavates the rudimentary concepts of Green Computing, Big
Data and the Internet of Things along with the latest research development in the domain of healthcare. It also covers
various applications and case studies in the field of computer science with state-of-the-art tools and technologies. The
rapid growth of the population is a challenging issue in maintaining and monitoring various experiences of quality of
service in healthcare. The coherent usage of these limited resources in connection with optimum energy consumption
has been becoming more important. The major healthcare nodes are gradually becoming Internet of Things-enabled, and
sensors, work data and the involvement of networking are creating smart campuses and smart houses. The book
includes chapters on the Internet of Things and Big Data technologies. Features: Biomedical data monitoring under the
Internet of Things Environment data sensing and analyzing Big data analytics and clustering Machine learning
techniques for sudden cardiac death prediction Robust brain tissue segmentation Energy-efficient and green Internet of
Things for healthcare applications Blockchain technology for the healthcare Internet of Things Advanced healthcare for
domestic medical tourism system Edge computing for data analytics This book on Green Computing and Predictive
Analytics for Healthcare aims to promote and facilitate the exchange of research knowledge and findings across different
disciplines on the design and investigation of healthcare data analytics. It can also be used as a textbook for a master’s
course in biomedical engineering. This book will also present new methods for medical data evaluation and the diagnosis
of different diseases to improve quality-of-life in general and for better integration of Internet of Things into society. Dr.
Sourav Banerjee is an Assistant Professor at the Department of Computer Science and Engineering of Kalyani
Government Engineering College, Kalyani, West Bengal, India. His research interests include Big Data, Cloud
Computing, Distributed Computing and Mobile Communications. Dr. Chinmay Chakraborty is an Assistant Professor at
the Department of Electronics and Communication Engineering, Birla Institute of Technology, Mesra, India. His main
research interests include the Internet of Medical Things, WBAN, Wireless Networks, Telemedicine, m-Health/e-Health
and Medical Imaging. Dr. Kousik Dasgupta is an Assistant Professor at the Department of Computer Science and
Engineering, Kalyani Government Engineering College, India. His research interests include Computer Vision, AI/ML,
Cloud Computing, Big Data and Security.
In recent years there has been an extraordinary growth of the Internet of Things (IoT) and its protocols. The increasing
diffusion of electronic devices with identification, computing and communication capabilities is laying ground for the
emergence of a highly distributed service and networking environment. The above mentioned situation implies that there
is an increasing demand for advanced IoT data management and processing platforms. Such platforms require support
for multiple protocols at the edge for extended connectivity with the objects, but also need to exhibit uniform internal data
organization and advanced data processing capabilities to fulfill the demands of the application and services that
consume IoT data. One of the initial approaches to address this demand is the integration between IoT and the Cloud
computing paradigm. There are many benefits of integrating IoT with Cloud computing. The IoT generates massive
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amounts of data, and Cloud computing provides a pathway for that data to travel to its destination. But today's Cloud
computing models do not quite fit for the volume, variety, and velocity of data that the IoT generates. Among the new
technologies emerging around the Internet of Things to provide a new whole scenario, the Fog Computing paradigm has
become the most relevant. Fog computing was introduced a few years ago in response to challenges posed by many IoT
applications, including requirements such as very low latency, real-time operation, large geo-distribution, and mobility.
Also this low latency, geo-distributed and mobility environments are covered by the network architecture MEC (Mobile
Edge Computing) that provides an IT service environment and Cloud-computing capabilities at the edge of the mobile
network, within the Radio Access Network (RAN) and in close proximity to mobile subscribers. Fog computing addresses
use cases with requirements far beyond Cloud-only solution capabilities. The interplay between Cloud and Fog
computing is crucial for the evolution of the so-called IoT, but the reach and specification of such interplay is an open
problem. This thesis aims to find the right techniques and design decisions to build a scalable distributed system for the
IoT under the Fog Computing paradigm to ingest and process data. The final goal is to explore the trade-offs and
challenges in the design of a solution from Edge to Cloud to address opportunities that current and future technologies
will bring in an integrated way. This thesis describes an architectural approach that addresses some of the technical
challenges behind the convergence between IoT, Cloud and Fog with special focus on bridging the gap between Cloud
and Fog. To that end, new models and techniques are introduced in order to explore solutions for IoT environments. This
thesis contributes to the architectural proposals for IoT ingestion and data processing by 1) proposing the
characterization of a platform for hosting IoT workloads in the Cloud providing multi-tenant data stream processing
capabilities, the interfaces over an advanced data-centric technology, including the building of a state-of-the-art
infrastructure to evaluate the performance and to validate the proposed solution. 2) studying an architectural approach
following the Fog paradigm that addresses some of the technical challenges found in the first contribution. The idea is to
study an extension of the model that addresses some of the central challenges behind the converge of Fog and IoT. 3)
Design a distributed and scalable platform to perform IoT operations in a moving data environment. The idea after study
data processing in Cloud, and after study the convenience of the Fog paradigm to solve the IoT close to the Edge
challenges, is to define the protocols, the interfaces and the data management to solve the ingestion and processing of
data in a distributed and orchestrated manner for the Fog Computing paradigm for IoT in a moving data environment.
Making use of digital technology for social care is a major responsibility of the computing domain. Social care services
require attention for ease in social systems, e-farming, and automation, etc. Thus, the book focuses on suggesting
software solutions for supporting social issues, such as health care, learning about and monitoring for disabilities, and
providing technical solutions for better living. Technology is enabling people to have access to advances so that they can
have better health. To undergo the digital transformation, the current processes need to be completely re-engineered to
make use of technologies like the Internet of Things (IoT), big data analytics, artificial intelligence, and others.
Furthermore, it is also important to consider digital initiatives in tandem with their cloud strategy instead of treating them
in isolation. At present, the world is going through another, possibly even stronger revolution: the use of recent computing
models to perform complex cognitive tasks to solve social problems in ways that were previously either highly
complicated or extremely resource intensive. This book not only focuses the computing technologies, basic theories,
challenges, and implementation but also covers case studies. It focuses on core theories, architectures, and technologies
necessary to develop and understand the computing models and their applications. The book also has a high potential to
be used as a recommended textbook for research scholars and post-graduate programs. The book deals with a problemsolving approach using recent tools and technology for problems in health care, social care, etc. Interdisciplinary studies
are emerging as both necessary and practical in universities. This book helps to improve computational thinking to
"understand and change the world’. It will be a link between computing and a variety of other fields. Case studies on
social aspects of modern societies and smart cities add to the contents of the book to enhance book adoption potential.
This book will be useful to undergraduates, postgraduates, researchers, and industry professionals. Every chapter covers
one possible solution in detail, along with results.
Through the rise of big data and the internet of things, terrorist organizations have been freed from geographic and
logistical confines and now have more power than ever before to strike the average citizen directly at home. This,
coupled with the inherently asymmetrical nature of cyberwarfare, which grants great advantage to the attacker, has
created an unprecedented national security risk that both governments and their citizens are woefully ill-prepared to face.
Examining cyber warfare and terrorism through a critical and academic perspective can lead to a better understanding of
its foundations and implications. Cyber Warfare and Terrorism: Concepts, Methodologies, Tools, and Applications is an
essential reference for the latest research on the utilization of online tools by terrorist organizations to communicate with
and recruit potential extremists and examines effective countermeasures employed by law enforcement agencies to
defend against such threats. Highlighting a range of topics such as cyber threats, digital intelligence, and
counterterrorism, this multi-volume book is ideally designed for law enforcement, government officials, lawmakers,
security analysts, IT specialists, software developers, intelligence and security practitioners, students, educators, and
researchers.
This book provides an overview of recent innovations and achievements in the broad areas of cyber-physical systems
(CPS), including architecture, networking, systems, applications, security, and privacy. The book discusses various new
CPS technologies from diverse aspects to enable higher level of innovation towards intelligent life. The book provides
insight to the future integration, coordination and interaction between the physical world, the information world, and
human beings. The book features contributions from renowned researchers and engineers, who discuss key issues from
various perspectives, presenting opinions and recent CPS-related achievements. Investigates how to advance the
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development of cyber-physical systems Provides a joint consideration of other newly emerged technologies and concepts
in relation to CPS like cloud computing, big data, fog computing, and crowd sourcing Includes topics related to CPS such
as architecture, system, networking, application, algorithm, security and privacy
The proliferation of powerful but cheap devices, together with the availability of a plethora of wireless technologies, has
pushed for the spread of the Wireless Internet of Things (WIoT), which is typically much more heterogeneous, dynamic,
and general-purpose if compared with the traditional IoT. The WIoT is characterized by the dynamic interaction of
traditional infrastructure-side devices, e.g., sensors and actuators, provided by municipalities in Smart City
infrastructures, and other portable and more opportunistic ones, such as mobile smartphones, opportunistically integrated
to dynamically extend and enhance the WIoT environment. A key enabler of this vision is the advancement of software
and middleware technologies in various mobile-related sectors, ranging from the effective synergic management of
wireless communications to mobility/adaptivity support in operating systems and differentiated integration and
management of devices with heterogeneous capabilities in middleware, from horizontal support to crowdsourcing in
different application domains to dynamic offloading to cloud resources, only to mention a few. The book presents state-ofthe-art contributions in the articulated WIoT area by providing novel insights about the development and adoption of
middleware solutions to enable the WIoT vision in a wide spectrum of heterogeneous scenarios, ranging from industrial
environments to educational devices. The presented solutions provide readers with differentiated point of views, by
demonstrating how the WIoT vision can be applied to several aspects of our daily life in a pervasive manner.
Distributed systems intertwine with our everyday lives. The benefits and current shortcomings of the underpinning
technologies are experienced by a wide range of people and their smart devices. With the rise of large-scale IoT and
similar distributed systems, cloud bursting technologies, and partial outsourcing solutions, private entities are encouraged
to increase their efficiency and offer unparalleled availability and reliability to their users. The Research Anthology on
Architectures, Frameworks, and Integration Strategies for Distributed and Cloud Computing is a vital reference source
that provides valuable insight into current and emergent research occurring within the field of distributed computing. It
also presents architectures and service frameworks to achieve highly integrated distributed systems and solutions to
integration and efficient management challenges faced by current and future distributed systems. Highlighting a range of
topics such as data sharing, wireless sensor networks, and scalability, this multi-volume book is ideally designed for
system administrators, integrators, designers, developers, researchers, academicians, and students.
This volume set contains 184 papers from the 4th Computational Methods in Systems and Software 2020 (CoMeSySo
2020) proceedings. Software engineering, computer science and artificial intelligence are crucial topics for the research
within an intelligent systems problem domain. The CoMeSySo 2020 conference is breaking the barriers, being held
online. CoMeSySo 2020 intends to provide an international forum for the discussion of the latest high-quality research
results.
A practical guide to the design, implementation, evaluation, and deployment of emerging technologies for intelligent IoT
applications With the rapid development in artificially intelligent and hybrid technologies, IoT, edge, fog-driven, and
pervasive computing techniques are becoming important parts of our daily lives. This book focuses on recent advances,
roles, and benefits of these technologies, describing the latest intelligent systems from a practical point of view. Fog,
Edge, and Pervasive Computing in Intelligent IoT Driven Applications is also valuable for engineers and professionals
trying to solve practical, economic, or technical problems. With a uniquely practical approach spanning multiple fields of
interest, contributors cover theory, applications, and design methodologies for intelligent systems. These technologies
are rapidly transforming engineering, industry, and agriculture by enabling real-time processing of data via computational,
resource-oriented metaheuristics and machine learning algorithms. As edge/fog computing and associated technologies
are implemented far and wide, we are now able to solve previously intractable problems. With chapters contributed by
experts in the field, this book: Describes Machine Learning frameworks and algorithms for edge, fog, and pervasive
computing Considers probabilistic storage systems and proven optimization techniques for intelligent IoT Covers 5G
edge network slicing and virtual network systems that utilize new networking capacity Explores resource provisioning and
bandwidth allocation for edge, fog, and pervasive mobile applications Presents emerging applications of intelligent IoT,
including smart farming, factory automation, marketing automation, medical diagnosis, and more Researchers, graduate
students, and practitioners working in the intelligent systems domain will appreciate this book’s practical orientation and
comprehensive coverage. Intelligent IoT is revolutionizing every industry and field today, and Fog, Edge, and Pervasive
Computing in Intelligent IoT Driven Applications provides the background, orientation, and inspiration needed to begin.
The Internet of Things offers massive societal and economic opportunities while at the same time significant challenges,
not least the delivery and management of the technical infrastructure underpinning it, the deluge of data generated from
it, ensuring privacy and security, and capturing value from it. This Open Access Pivot explores these challenges,
presenting the state of the art and future directions for research but also frameworks for making sense of this complex
area. This book provides a variety of perspectives on how technology innovations such as fog, edge and dew computing,
5G networks, and distributed intelligence are making us rethink conventional cloud computing to support the Internet of
Things. Much of this book focuses on technical aspects of the Internet of Things, however, clear methodologies for
mapping the business value of the Internet of Things are still missing. We provide a value mapping framework for the
Internet of Things to address this gap. While there is much hype about theInternet of Things, we have yet to reach the
tipping point. As such, this book provides a timely entrée for higher education educators, researchers and students,
industry and policy makers on the technologies that promise to reshape how society interacts and operates.
This book presents the latest research findings, innovative research results, methods and development techniques
related to P2P, grid, cloud and Internet computing from both theoretical and practical perspectives. It also reveals the
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synergies among such large-scale computing paradigms. P2P, grid, cloud and Internet computing technologies have
rapidly become established as breakthrough paradigms for solving complex problems by enabling aggregation and
sharing of an increasing variety of distributed computational resources at large scale. Grid computing originated as a
paradigm for high-performance computing, as an alternative to expensive supercomputers through different forms of
large-scale distributed computing. P2P computing emerged as a new paradigm after client–server and web-based
computing and has proved useful in the development of social networking, B2B (business to business), B2C (business to
consumer), B2G (business to government), and B2E (business to employee). Cloud computing has been defined as a
“computing paradigm where the boundaries of computing are determined by economic rationale rather than technical
limits,” and it has fast become a computing paradigm with applicability and adoption in all application domains and which
provides utility computing at a large scale. Lastly, Internet computing is the basis of any large-scale distributed computing
paradigms; it has developed into a vast area of flourishing fields with enormous impact on today’s information societies,
and serving as a universal platform comprising a large variety of computing forms such as grid, P2P, cloud and mobile
computing.
This book constitutes the refereed proceedings of the 26th International Conference on Information and Software
Technologies, ICIST 2020, held in Kaunas, Lithuania, in October 2020. The 23 full papers and 7 short papers presented
were carefully reviewed and selected from 78 submissions. The papers are organized in topical sections on business
intelligence for information and software system; software engineering; information technology applications.
This book presents current progress on challenges related to Big Data management by focusing on the particular
challenges associated with context-aware data-intensive applications and services. The book is a state-of-the-art
reference discussing progress made, as well as prompting future directions on the theories, practices, standards and
strategies that are related to the emerging computational technologies and their association with supporting the Internet
of Things advanced functioning for organizational settings including both business and e-science. Apart from interoperable and inter-cooperative aspects, the book deals with a notable opportunity namely, the current trend in which a
collectively shared and generated content is emerged from Internet end-users. Specifically, the book presents advances
on managing and exploiting the vast size of data generated from within the smart environment (i.e. smart cities) towards
an integrated, collective intelligence approach. The book also presents methods and practices to improve large storage
infrastructures in response to increasing demands of the data intensive applications. The book contains 19 self-contained
chapters that were very carefully selected based on peer review by at least two expert and independent reviewers and is
organized into the three sections reflecting the general themes of interest to the IoT and Big Data communities: Section I:
Foundations and Principles Section II: Advanced Models and Architectures Section III: Advanced Applications and Future
Trends The book is intended for researchers interested in joining interdisciplinary and transdisciplinary works in the areas
of Smart Environments, Internet of Things and various computational technologies for the purpose of an integrated
collective computational intelligence approach into the Big Data era.
Digital transformation is reshaping the business arena as new, successful digital business models are increasing agility
and presenting better ways to handle business than the traditional alternatives. Industry 4.0 affects everything in our daily
lives and is blurring the line between the physical, the biological, and the digital. This created an environment where
technology and humans are so closely integrated that it is impacting every activity within the organizations. Specifically,
contracting processes and procedures are challenged to align with the new business dynamics as traditional contracts
are no longer fitting today's agile and continuously changing environments. Businesses are required to facilitate faster,
more secure, soft, and real-time transactions while protecting stakeholders’ rights and obligations. This includes agile
contracts which are dynamically handling scope changes, smart contracts that can automate rule-based functions, frictionless contracts that can facilitate different activities, and opportunity contracts that looks toward the future. Innovative and
Agile Contracting for Digital Transformation and Industry 4.0 analyzes the consequences, benefits, and possible
scenarios of contract transformation under the pressure of new technologies and business dynamics in modern times.
The chapters cover the problems, issues, complications, strategies, governance, and risks related to the development
and enforcement of digital transformation contracting practices. While highlighting topics in the area of digital
transformation and contracting such as artificial intelligence, digital business, emerging technologies, and blockchain, this
book is ideally intended for business, engineering, and technology practitioners and policy makers, along with
practitioners, stakeholders, researchers, academicians, and students interested in understanding the scope, complexity,
and importance of innovative contracts and agile contracting.
The Internet of Things (IoT) has attracted much attention from society, industry and academia as a promising technology
that can enhance day to day activities, and the creation of new business models, products and services, and serve as a
broad source of research topics and ideas. A future digital society is envisioned, composed of numerous wireless
connected sensors and devices. Driven by huge demand, the massive IoT (mIoT) or massive machine type
communication (mMTC) has been identified as one of the three main communication scenarios for 5G. In addition to
connectivity, computing and storage and data management are also long-standing issues for low-cost devices and
sensors. The book is a collection of outstanding technical research and industrial papers covering new research results,
with a wide range of features within the 5G-and-beyond framework. It provides a range of discussions of the major
research challenges and achievements within this topic.
This book brings together experts from research and practice. It includes the design of innovative Robot Process
Automation (RPA) concepts, the discussion of related research fields (e.g., Artificial Intelligence, AI), the evaluation of
existing software products, and findings from real-life implementation projects. Similar to the substitution of physical work
in manufacturing (blue collar automation), Robotic Process Automation tries to substitute intellectual work in office and
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administration processes with software robots (white-collar automation). The starting point for the development of RPA
was the observation that – despite the use of process-oriented enterprise systems (such as ERP, CRM and BPM
systems) – additional manual activities are still indispensable today. In the RPA approach, these manual activities are
learned and automated by software robots, either by defining rules or by observing manual activities. RPA is related to
business process management, machine learning, and artificial intelligence. Tools for RPA originated from dedicated
stand-alone software. Today, RPA functionalities are also integrated into elaborated process management suites. From a
conceptual perspective, RPA can be structured into input components (sensors in the wide sense), an intelligence center,
and output components (actuators in the wide sense). From a strategic perspective, the impact of RPA can be related to
the support of existing tasks, the complete substitution of human activities, and the innovation of processes as well as
business models. At present, high expectations are related to the use of RPA in the improvement of software-supported
business processes. Manual activities are learned and automated by software robots that interact with existing
applications via the presentation layer. In combination with artificial intelligence (AI) as well as innovative interfaces (e. g.,
voice recognition) RPA creates a novel level of automation for office and administration processes. Its benefit potential
reaches a return on investment (ROI) up-to 800% that is documented in various case studies.
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